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CCPA SHIELD Act

Essential Steps

GDPR
The California Consumer Protection 
Act (CCPA) protects the privacy rights of 
consumers in California.

The CCPA took effect on 1-1-2020.

The CCPA applies to businesses that:
• Have annual gross revenue of $25 

million or more - or -
• Buy, sell or share personal 

information of 50,000 or more - or -
• Derive at least 50% of annual 

revenue from selling personal 
information

The possible fine for each intentional 
violations of the CCPA is $7,500. 

CCPA Fact Sheet
https://oag.ca.gov/privacy/ccpa

https://ag.ny.gov/internet/data-breach

https://ag.ny.gov/press-release/2019/
attorney-general-james-statement-
shield-act

https://www.nysenate.gov/legislation/
bills/2019/s5575

The Complete Guide to GDPR 
Compliance:
https://gdpr.eu/

$5,000 per data security violation.
$20 per failed breach notification up
to a maximum penalty of $250,000.

The possible fine for GDPR violations is 
€20 million or 4% of global revenue. 

Every employer with employees in
New York and businesses that maintain
the private information of New York
residents must comply with the
SHIELD Act.

The GDPR applies to any organization
that processes the personal data of
people in the European Union.

• Personal data can include names, 
email addresses and any other type 
of personal information.

• Any U.S. business with a website 
could inadvertently collect data on 
a European website visitor.

The SHIELD Act took effect on 3-21-20. The GDPR took effect on 5-28-2018.

The Stop Hacks and Improve 
Electronic Data Security (SHIELD) 
Act requires businesses to implement 
safeguards to protect private 
information of New York residents, and 
it broadens security breach notification 
requirements.

The General Data Protection 
Regulation (GDPR) protects the privacy 
rights of consumers in the European 
Union. The law is extra-territorial in 
scope and affects U.S. businesses.

Informational statements regarding insurance coverage are for general description purposes only. These statements do not amend, modify or supplement any insurance policy. Consult the actual policy or your agent 
for details regarding terms, conditions, coverage, exclusions, products, services and programs which may be available to you. Your eligibility for particular products and services is subject to the final determination of 
underwriting qualifications and acceptance by the insurance underwriting company providing such products or services. This website does not make any representations that coverage does or does not exist for any 
particular claim or loss, or type of claim or loss, under any policy. Whether coverage exists or does not exist for any particular claim or loss under any policy depends on the facts and circumstances involved in the claim or 
loss and all applicable policy wording.

The information provided in this article does not, and is not intended to, constitute legal advice; instead, all information, content, and materials available on this site are for general informational purposes only.  
Information in this article may not constitute the most up-to-date legal or other information.  Readers of this article should contact their attorney to obtain advice with respect to any particular legal matter.  No reader 
of this article should act or refrain from acting on the basis of information on this site without first seeking legal advice from counsel.  Only your individual attorney can provide assurances that the information contained 
herein – and your interpretation of it – is applicable or appropriate to your particular situation.  All liability with respect to actions taken or not taken based on the contents of this article are hereby expressly disclaimed.

New CCPA, SHIELD Act and GDPR Laws May Apply to Your Business - Even if You’re Not 
Located in California, New York or Europe.

WHAT

WHEN

WHO

COST OF                            
NON-COMPLIANCE

RESOURCES

Regardless of your location, if your business collects, stores or processes data on consumers in 
California, New York or Europe, you may need to take immediate action.

1. Determine if these laws affect your business.

2. Review and update data security and data  
     breach notification procedures. Update your  
    site’s privacy policy and terms of use.

3. Create opt out, know and delete methodologies.

4. Respond to data removal requests promptly
    and document your actions.

5. Consult with legal counsel to understand how
    these laws apply to your circumstances.
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