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Did you know that strengthening 
your security posture can boost 
your business by increasing 
customer trust?
Increase the resilience and growth potential of 
your business by taking advantage of the following 
complimentary offerings available to AmTrustCyber  
policyholders.

Assessment & Consultation
Security Assessment and External Vulnerability Scan

Take advantage of a consultation session with a technical 
cybersecurity analyst from one of AmTrustCyber’s trusted 
service partners. This session is designed to assess your 
organization’s environment, IT infrastructure, and security 
practices. Actionable recommendations will be delivered to help 
your organization address security challenges and goals.

Incident Response Readiness Assessment

Is your team prepared to handle a suspected security incident? A 
complimentary session with a DFIR (digital forensic and incident 
response) expert will highlight opportunities and action steps to 
improve your organizational preparedness. 

Virtual Tabletop Exercise

Preparation is the key to performance. This 2-hour session 
includes professional guidance and facilitation to prepare and 
assess your team’s ability to respond to a potential security 
event. Help your team understand their roles in a critical 
situation and uncover opportunities for improvement in a team-
building environment.

Google Workspace or Office 365 Security Review

Leverage our expert partners to assess the administrative 
security controls in your Google Workspace or Microsoft 
Office 365 environment. Find balance between security and 
operational efficiency while protecting your organization from 
identity or business email compromise.
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Data Privacy Review

Data is among the most valuable assets in the world. Take 
advantage of a complimentary consultation to assess your 
organization’s data privacy practices and regulatory requirement 
gaps. 

Education/Training
Security Awareness Training

Your first defense against a breach is a well-educated team! 
Equip your organization with the necessary knowledge with 
complimentary security awareness training designed to help your 
employees identify and avoid social engineering and phishing 
attacks.

KnowBe4 Phishing Security Test

Find out what percentage of your employees are Phish-prone™ with 
a free phishing security test from KnowBe4. Navigate here (https://
info.knowbe4.com/phishing-security-test-amtrust) to start your test 
for up to 100 users (no need to talk to anyone). Choose the landing 
page your users will see if they click and show users what red flags 
they missed. You’ll receive a PDF within 24 hours with your Phish-
prone™ % and industry comparison benchmarks. Policyholders are 
also eligible for exclusive discounts on KnowBe4’s platform. 

Tools
Managed Detection and Response (10 free licenses)

An easy-to-install security solution with no additional expense, 
headcount, or administration on your part; all managed by a team 
of security experts. MDR combines automated technology with 
human expertise to rapidly identify and limit risk. This security tool, 
professionally managed by a team of dedicated security experts, 
can help insureds protect their computers, their network, and 
their business. And it is easily accessible at no cost for your first 10 
licenses - because better protection for business doesn’t have to be 
complicated or expensive.

Questions?
For questions about services included with your Cyber policy, 
please email amtrustcyberservices@amtrustgroup.com


